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COMPANION TOOLS

@ TWO FACTOR AUTHENTICATION

ADD AN EXTRA LAYER OF SECURITY TO YOUR TSPLUS WEB PORTAL!
(Only with MOBILE WEB and ENTERPRISE, included as a 30-DAY TRIAL, 30 USERS!)

TSplus 2FA allows you to use your
mobile device to access your remote
session securely and conveniently.

Relying on just usernames and passwords to
secure your online accounts is no longer
considered safe.

Your employees are using TSplus to work from
home, using their own devices to share personal
and corporate data online, and then using those
same devices for social media and other less
secure communications and transmissions.

If you're an admin responsible for cybersecurity
in a large organization, you need to respond to
this increased threat with efficient methods.

All it takes is one weak link in the chain, one
impatient or exhausted employee, to leave your
organization vulnerable to attack.

TSplus 2FA is your key to a secure
world.

By providing dynamic passcodes and multi-
factor authentication, this add-on is the
identity and access tool you need to secure
your corporate network or your own personal
data.

Protect your account with 2-step verification

1. Open th on your mobile phone.

e authenticator app
2. Scan the QR code displayed below:

ou see in the app and chick on Verify button:

TSplus 2FA prerequisites on the user side:

e A personal portable device, such as a
Smartphone.

e An authenticator app installed on this
device. The following apps can be used to
proceed:

- Authy
- Google Authenticator

- Microsoft Authenticator
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https://authy.com/
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform=Android&hl=en
https://www.microsoft.com/en-us/account/authenticator
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v Easy To Install and Use

Totally driverless

Just Enable TSp/us 2FA and add the users and
groups you wish to use this method connect to
your Web Applications Portal.

It is a two steps verification process:

e (One: At the first connection to the Web
Portal, users will need to enter their phone
number or scan a QR code to configure the
authentication method (SMS or App) and
authenticate his device.

e Two: At every future connection, users will
need two pieces of information: their
credentials and the authentication code
automatically generated on their mobile
device.

v" Easy To Configure and Manage

Complete dashboard and many options

In the 2FA tab of the AdminTool, the
Administrator can handle all credentials resets
in just a few clicks.

You can easily configure users, choose the
verification method (per user), manage SMS
settings and test the feature directly. It is
simple, flexible and powerful!

v' Extra Layer of Security
Drastically reduce the risk of hacks!

Build strong and frictionless passwords for your
TSplus Web Application Portal.

With a single touch, users can generate dynamic
and one-time number combinations (the
verification codes are generally reset every 30
seconds) to supplement static usernames and
passwords for added security.

So even if the passwords are acquired, they
cannot be reused or sold.

v" Available Offline & Multiplatform

Accessible on Multiple Devices

Get two-factor authentication on your device
without any extra hardware.

Users can authenticate using generated
passwords on their device even when those
devices are offline. Picking between SMS or
Authenticator App allows compatibility with any
mobile 0S!

TSplus 2FA license is valid per server!!
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